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FIPS 140-2 Non-Proprietary Security Policy

1. Introduction

FIPS 140-2 Security Level Summary

Section Title Level

1 Cryptographic Module Specification 2

2 Cryptographic Module Ports and Interfaces 2

3 Roles, Services, and Authentication 2

4 Finite State Model 2

5 Physical Security 2

6 Operational Environment N/A

7 Cryptographic Key Management 2

8 EMI/EMC 2

9 Self-Tests 2

10 Design Assurance 2

11 Mitigation of Other Attacks N/A

1.1. Purpose

1.2. Glossary
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2. Ports and Interfaces

3. Roles, Services, and Authentication

3.1. Roles

User Role
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Crypto-Officer Role
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Maintenance Role
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3.2. Authentication Mechanisms and Strength

Login Authentication

Operation Mode

4. Secure Operation and Security Rules

4.1. Security Rules

FIPS 140-2 Security Rules
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4.2. Physical Security Rules

·

Operator Actions

4.3. Secure Operation Initialization Rules

Algorithms

Supported

Modes/Mod

sizes

Standard Algorithm Certificate Usage

1 No parts of this protocol, other than the KDF, have been tested by the CAVP and CMVP.
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5. Definition of SRDIs Modes of Access

5.1. Cryptographic Keys, HMAC Keys, CSPs, and SRDIs



Page 11



Page 12



Page 13

5.2. Access Control Policy
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6. Transition Mode

6.1. Transition Mode “ON”
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6.2. Transition Mode “OFF”

7. Self-Tests

7.1. Power Up Self-Tests
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7.2. Conditional Self-Tests
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8. Mitigation of Other Attacks

9. Cryptographic Boundary
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10. Revision Levels:

Hardware Versions:

· 5.16 with components NAND MX30LF1G08AA-TI and SDRAM MT48H16M32LFB5-6 IT:C

· 5.16 with components NAND S34ML01G100TFI000 and SDRAM MT48H16M32LFB5-6 IT:C

· 5.16 with components NAND MT29F2G08ABAEAWP-AITX:E and SDRAM MT48H16M32LFB5-6 IT:C

· 5.16 with components NAND K9F1G08U0D-SIB0 and SDRAM MT48H16M32LFB5-6 IT:C

· 5.16 with components NAND MX30LF1G08AA-TI and SDRAM MT48H16M32LFB5-6 AAT:C

· 5.16 with components NAND S34ML01G100TFI000 and SDRAM MT48H16M32LFB5-6 AAT:C

· 5.16 with components NAND MT29F2G08ABAEAWP-AITX:E and SDRAM MT48H16M32LFB5-6 AAT:C

· 5.16 with components NAND K9F1G08U0D-SIB0 and SDRAM MT48H16M32LFB5-6 AAT:C

10.1. FIPS 140-2 Versions (contained within firmware version 2.3.0)2

11. IPM Image - Front

2 Firmware version infers hardware version
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12. IPM Image - Back

13. Secure Delivery


